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APPS BRIDGES 



Upload I 

<>l I /okbI 



Q * 


i ▼ O 00:00 


Expanded Notifications 

Show expanded notification with Tor exit country and IP 


a 


Allow Background Starts 

Let any app tell Orbot to start Tor and related services 


a 


Language 

Choose the locale and language for Orbot 




Transparent Proxying (Requires Root) 




Request Root Access 

Request root access for transparent proxying 


□ 


Select Apps 

Choose Apps to Route Through Tor 




Node Configuration 




Entrance Nodes 

Fingerprints, nicks, countries and addresses for the first hop 




Exit Nodes 

Fingerprints, nicks, countries and addresses for the last hop 




Exclude Nodes 




< o □ 
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Orbot 

Root pending authorization- 



‘ remember permanently (97% users allow) 
Deny (19) 



Entrance Nodes 



Exclude Nodes 



*^o 00:00 I 



-Request Root Access L - ^^-Transparent Proxying _F 
-L/j/ Allow <=-ll&£-lf 
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* ▼O 00:01 



5 



* ▼O 23:55 
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General 




Start Orbot on Boot 

Automatically start Orbot and connect Tor when your Android device 
boots 


a 


Always-On Notifications 

Always keep the icon in toolbar when Orbot is connected 


a 


Expanded Notifications 

Show expanded notification with Tor exit country and IP 


a 


Allow Background Starts 

Let any app tell Orbot to start Tor and related services 


a 


Language 

Choose the locale and language for Orbot 




Transparent Proxying (Requires Root) 




Request Root Access 

Request root access for transparent proxying 


a 


Transparent Proxying 

Automatic Torifying of Apps 


a 


Tor Everything 

Proxy traffic for all apps through Tor 


a 


Tor Tethering 

Enable Tor Transparent Proxying for Wifi and USB Tethered Devices 
(requires restart) 


□ 


Node Configuration 




<1 o □ 
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-Your browser is configured to tor 
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-l c/ jjbi-r 1 ' Jb’i Jorfox 
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l 

https://play. google.com/store/apps/details? id = info, guardianproject. browser 
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http: //www. lmobile.com/telegram-1013814.html 
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Waiting for to get online... 



if_3 tj* ^Oj-i 

l J_3 ^33 $ News Secret Chat -f 
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Engineer Mode tij Ir’ l/ I 3 A 

-UT glg'i— ' iy^4Engineer Mode I 

http ://m. downloadatoz.com/apps/com. Go. EngModeMtkShortcut, 10084 8 5/downloading. html?server=ar 



https : //play . google . com/store/apps/details? id = com . Go . EngModeMtkShortcut&hl = en 
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O'? -ill 50% fi 2:17 pm 

el EngineerMode 


O'?' -'ll 50% fi 2:17 pm 

« EngineerMode 


Telephony Connec 


Bphony Connectivity Hardw< 


Auto Answer 


Bluetooth 


BandMode 


CDS Information 


BSPTelephonyDevTool 


FM Receiver 


CFU 


WiFi 


CMMB 


WiFi CTIA 


AT Command Tool 
Modem Test 





Ls'l/^-l^’lf ^Engineer Mode t/^<^-l/l 
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O ? -ill 50% fi 2:17 pm 

^ Common Data Service 


O'? -ill 50% fi 2:17 pm 

Phone Information 


CDS Information 


Phone 1 


Wi-Fi Information 


Phone 2 


Radio Information 




Network Utility 




Multiple APN 




Connectivity Testing 




MTU Configuration 




Socket Inforomation 




PS data control 





-l^lf L/^* Connectivity *k?J 
-UT If l/^*CDS information A- f 











~uCk U^*Radio Information j4jf 
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.ill 81% Q 7:48 pm 

Radio Information 

AT+ 

SEND AT COMMAND 

IMEI: MBS — 

IMSI: - -» *• — 

Radio state: Radio on 
SIM state: READY 
Phone number: 

Current network: Warid 
Signal strength: -69 dBm 22 asu 
Roaming: Not roaming 
GSM service: In service 
GPRS PS service: 

Default pdp status: Disconnected 
Network type: unknown 
Service state: 

SIM1 0 1 home Warid 41 007 41 007 GPRS 
Unknown CSS not supported -1 -1 Roamlnd=-1 
DefRoamlnd=-1 EmergOnly=false Regist state: 

1 mCdmaNetWorkMode: 0 
Call status: Idle 
Location: LAC = 3010[0xbc2] 

CID = 59232[0xe760] 

Neighboring CID: 
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B .ill 81% G) 7:48 pm 

-^6 Radio Information 

AT+^ 

AT+EGMR=1,7,"" 

ir 

P AT+EGMR=1,10,"" 

s 

p 

c AT+EGMR=1,1i;"' 

s 

R 
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B .ill 80% B 7:50 pm 

^*6 Radio Information 

AT+EGMR=1 ,7"355029052041 467'] 

SEND AT COMMAND 

IMEI: mm ">■» ~ 

IMSI: * m 
Radio state: Radio on 
SIM state: READY 
Phone number: 

Current network: Warid 
Signal strength: -71 dBm 21 asu 
Roaming: Not roaming 
GSM service: In service 
GPRS PS sprvice: 




-jJ J^/at+ EGMR= 1 , 1 o"" 



tjl jCjf _^lfl;y|f(jyA15/^IMEI l - / 



AT+EGMR= 1,7 355029052041467 



Send At Command 7 i}\. 
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https://play. google . com/store/apps/details?id - com . avast . android . mobilesecurity 



http ://www. lmobile.com/droidwall -android-fire wall-2 OOP 5 5 6.html 

l 

https://play.google.com/store/apps/details? id = com, googlecode.droidwall. free 
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